
Oracle Database Sensitive Data Assessment

Highly Confidential

Assessment Date & Time

2.0.1 (December 2017)

Database Identity

tunedb (PDB:0) Linux x86 64-bit

Database Version

Discovery Parameters

Schemas Scope ALL

Exclusion List File NONE

Minimum Rows Count 1

Pattern File(s)

Summary

FINANCIAL DATA - PCI 12 13 1402517

HEALTH DATA 26 56 1436159

JOB DATA 15 27 1130242

22 43 1462538

PII - ADDRESS 37 76 13740051

PII - IDS 43 73 334813

PII - IT DATA 44 73 14736748

PII-LINKED 2 4 55819

PII-LINKED - BIRTH DETAILS 1 1 319

** Number of unique Rows with Sensitive Data.

Sensitive Data

Schemas with Sensitive Data

�

Risk Levels High Risk, Medium Risk
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Summary Found 11 schemas with sensitive data.

Location
Schemas with sensitive data: APEX_030200, DIXIT, GGADMIN1, HR, IX, NE, OE, PM, SCOTT, SDE,

                             SH

Tables Detected within Sensitive Category: FINANCIAL DATA - PCI

�

Risk Level High Risk

Summary Found FINANCIAL DATA - PCI within 13 Column(s) contained in 12 Table(s)

Location
Tables: NE.A10, NE.A127, NE.A13, NE.A14, NE.A150, NE.A160, NE.A189, NE.A7, NE.A9,

        NE.ACCOUNT_CODE_TYPE, NE.CONTRACT, NE.INV_ACCOUNT_CODE_MAPPING

Tables Detected within Sensitive Category: PII

�

Risk Level High Risk

Summary Found PII within 43 Column(s) contained in 22 Table(s)

Location
Tables: APEX_030200.WWV_FLOW_FND_USER, APEX_030200.WWV_FLOW_ICON_BAR,

        HR.EMPLOYEES, NE.A10, NE.A12, NE.A127, NE.A13, NE.A14, NE.A150, NE.A160,

        NE.A189, NE.A58, NE.A64, NE.A7, NE.A9, NE.CONTRACT, NE.MANUFACTURER,

        NE.SPLICE_CLOSURE_REF_ITEM, NE.USERS, OE.CUSTOMERS, PM.PRINT_MEDIA,

        SH.CUSTOMERS

Tables Detected within Sensitive Category: PII - ADDRESS

�

Risk Level High Risk

Summary Found PII - ADDRESS within 76 Column(s) contained in 37 Table(s)

Location
Tables: APEX_030200.WWV_FLOW_COMPUTATIONS, APEX_030200.WWV_FLOW_COUNTRIES,

        APEX_030200.WWV_FLOW_PAGE_PLUGS, APEX_030200.WWV_FLOW_PROCESSING,

        APEX_030200.WWV_FLOW_STEP_BRANCHES, APEX_030200.WWV_FLOW_STEP_COMPUTATIONS,

        APEX_030200.WWV_FLOW_STEP_PROCESSING, APEX_030200.WWV_FLOW_THEMES,

        GGADMIN1.AQ$_OGG$Q_TAB_GGTUNEX1_S, HR.COUNTRIES, HR.LOCATIONS,

        IX.AQ$_ORDERS_QUEUETABLE_S, IX.AQ$_STREAMS_QUEUE_TABLE_S,

        NE.A13, NE.A131, NE.A14, NE.A15, NE.A160, NE.A274, NE.A275, NE.A7, NE.A9,

        NE.ADDRESS, NE.CDT_LCP, NE.CIRCUIT_TRACKING, NE.CONTRACT, NE.MANUFACTURER,

        NE.PORT_REF_ITEM, NE.SCH2E_HLSTRUCTURE, NE.SPAN_REF_ITEM, NE.STRUCTURE_REF_ITEM,

        NE.STRUCTURE_UNIT_REF_ITEM, NE.TRANSMEDIA_REF_ITEM, NE.VAXIO_ADDRESS,

        OE.CUSTOMERS, SH.COUNTRIES, SH.CUSTOMERS

Tables Detected within Sensitive Category: PII - IDS

�

Risk Level High Risk

Summary Found PII - IDS within 73 Column(s) contained in 43 Table(s)

Location
Tables: NE.A18, NE.A1942, NE.A30, NE.A46, NE.A64, NE.A67, NE.A69, NE.SCH2D_DUCTDIAGRAM,

        NE.SCH2D_FLOWTHROUGH, NE.SCH2D_HIGHLEVEL, NE.SCH2E_DDSPAN,

        NE.SCH2E_DDSTRUCTURE, NE.SCH2E_FTBINDER, NE.SCH2E_FTBUFFER,

        NE.SCH2E_FTCONNECTION, NE.SCH2E_FTFIBER, NE.SCH2E_FTPAIR, NE.SCH2E_FTRIBBON,

        NE.SCH2E_FTTRANSMEDIA, NE.SCH2E_FTTRANSMEDIAUNIT, NE.SCH2E_HLEQUIPMENT,

        NE.SCH2E_HLSTRUCTURE, NE.SCH2E_HLTRANSMEDIA, NE.SCH2_CLSENTRY,

        NE.SCH2_DIACLASS, NE.SCH2_ELTCLASS, NE.SCH641D_CONDUITCABLING,

        NE.SCH641D_LOWLEVEL, NE.SCH641E_CDCABLE, NE.SCH641E_CDDUCT,

        NE.SCH641E_CDSPAN, NE.SCH641E_CDSTRUCTURE, NE.SCH641E_CDVIEWCONTAINER,
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        NE.SCH641E_LLCABLE, NE.SCH641E_LLCABLECONTAINER, NE.SCH641E_LLCHASSIS,

        NE.SCH641E_LLEQUIPMENT, NE.SCH641E_LLPORT, NE.SCH641E_LLSTRUCTURE,

        NE.SCH641E_LLSTUMPPORT, NE.SCH641_CLSENTRY, NE.SCH641_DIACLASS,

        NE.SCH641_ELTCLASS

Tables Detected within Sensitive Category: PII - IT DATA

�

Risk Level High Risk

Summary Found PII - IT DATA within 73 Column(s) contained in 44 Table(s)

Location
Tables: APEX_030200.WWV_FLOWS, APEX_030200.WWV_FLOW_CUSTOM_AUTH_SETUPS,

        APEX_030200.WWV_FLOW_FND_USER, APEX_030200.WWV_FLOW_PASSWORD_HISTORY,

        APEX_030200.WWV_FLOW_THEMES, HR.DEPARTMENTS, HR.LOCATIONS,

        NE.A114, NE.A127, NE.A13, NE.A140, NE.A15, NE.A160, NE.A18, NE.A274,

        NE.A30, NE.A58, NE.A7, NE.ADDRESS, NE.ATTRIBUTE_APPLICATION_CTRL,

        NE.CDT_FAST_FIND_USER_FILTERS, NE.CIRCUIT_TRACKING, NE.DETAIL_SHAPE_SETTINGS,

        NE.DETAIL_VIEW_LABEL_DEFINITION, NE.DOMAINS, NE.GRAPHIC_REPOSITORY,

        NE.GROUPS, NE.INTER_APP_EVENT_HISTORY, NE.NEIA_AUDIT_INFO,

        NE.NEIA_JOBS_DOMAIN, NE.NE_SCHEMA_OBJECTS, NE.SCH2E_HLSTRUCTURE,

        NE.SECURITY_MODELS, NE.USERGROUPS, NE.USERS, NE.USER_GROUP_SECURITY,

        NE.WORK_ORDER_LOCKS, OE.CUSTOMERS, OE.PRODUCT_INFORMATION,

        OE.WAREHOUSES, SDE.GEOMETRY_COLUMNS, SDE.SPATIAL_REFERENCES,

        SDE.ST_GEOMETRY_INDEX, SDE.ST_SPATIAL_REFERENCES

Tables Detected within Sensitive Category: HEALTH DATA

�

Risk Level Medium Risk

Summary Found HEALTH DATA within 56 Column(s) contained in 26 Table(s)

Location
Tables: APEX_030200.WWV_FLOW_HNT_COLUMN_INFO, APEX_030200.WWV_FLOW_PAGE_PLUGS,

        APEX_030200.WWV_FLOW_POPUP_LOV_TEMPLATE, APEX_030200.WWV_FLOW_REGION_REPORT_COLUMN,

        APEX_030200.WWV_FLOW_REGION_UPD_RPT_COLS, APEX_030200.WWV_FLOW_STEP_ITEMS,

        NE.A127, NE.A14, NE.A140, NE.A150, NE.A160, NE.A189, NE.A191, NE.A553,

        NE.A58, NE.A7, NE.A9, NE.CHASSIS_REF_ITEM, NE.INSIDE_SPAN_REF_ITEM,

        NE.PLUGIN_REF_ITEM, NE.SLOT_REF_ITEM, NE.SPAN_REF_ITEM, NE.SPAN_UNIT_REF_ITEM,

        NE.STRUCTURE_REF_ITEM, NE.STRUCTURE_UNIT_REF_ITEM, NE.TRANSMEDIA_REF_ITEM

Tables Detected within Sensitive Category: JOB DATA

�

Risk Level Medium Risk

Summary Found JOB DATA within 27 Column(s) contained in 15 Table(s)

Location
Tables: APEX_030200.WWV_FLOW_FND_USER, DIXIT.DIXEMP, HR.EMPLOYEES,

        HR.JOBS, HR.JOB_HISTORY, NE.A127, NE.A140, NE.A160, NE.A386, NE.A58,

        NE.COUNTRY, NE.DETAIL_VIEW_LABEL_DEFINITION, OE.CUSTOMERS,

        SCOTT.EMP, SH.CUSTOMERS

Tables Detected within Sensitive Category: PII-LINKED

�

Risk Level Medium Risk

Summary Found PII-LINKED within 4 Column(s) contained in 2 Table(s)

Location
Tables: OE.CUSTOMERS, SH.CUSTOMERS
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Tables Detected within Sensitive Category: PII-LINKED - BIRTH DETAILS

�

Risk Level Medium Risk

Summary Found PII-LINKED - BIRTH DETAILS within 1 Column(s) contained in 1 Table(s)

Location
Tables: OE.CUSTOMERS

Schema View

Table Summary

Columns

APEX_0302 WWV_FLOWS 108 1 10 PII - IT DATA

APEX_0302 WWV_FLOW_COMPUTATIONS 19 1 14 PII - ADDRESS

APEX_0302 WWV_FLOW_COUNTRIES 2 2 240 PII - ADDRESS

APEX_0302 WWV_FLOW_CUSTOM_AUTH_S

ETUPS

31 4 11 PII - IT DATA

APEX_0302 WWV_FLOW_FND_USER 46 15 1 JOB DATA, PII, PII - IT DATA

APEX_0302 WWV_FLOW_HNT_COLUMN_IN

FO

30 1 58 HEALTH DATA

APEX_0302 WWV_FLOW_ICON_BAR 30 1 12 PII

APEX_0302 WWV_FLOW_PAGE_PLUGS 149 3 7416 HEALTH DATA, PII - ADDRESS

APEX_0302 WWV_FLOW_PASSWORD_HISTO

RY

5 2 1 PII - IT DATA

APEX_0302 WWV_FLOW_POPUP_LOV_TEMP

LATE

48 1 10 HEALTH DATA

APEX_0302 WWV_FLOW_PROCESSING 20 1 45 PII - ADDRESS

APEX_0302 WWV_FLOW_REGION_REPORT_

COLUMN

54 1 7903 HEALTH DATA

APEX_0302 WWV_FLOW_REGION_UPD_RPT

_COLS

17 1 439 HEALTH DATA

APEX_0302 WWV_FLOW_STEP_BRANCHES 19 1 3255 PII - ADDRESS

APEX_0302 WWV_FLOW_STEP_COMPUTATI

ONS

20 1 984 PII - ADDRESS

APEX_0302 WWV_FLOW_STEP_ITEMS 64 1 9671 HEALTH DATA

APEX_0302 WWV_FLOW_STEP_PROCESSING 26 1 2238 PII - ADDRESS

APEX_0302 WWV_FLOW_THEMES 36 3 10 PII - ADDRESS, PII - IT DATA

DIXIT DIXEMP 8 4 14 JOB DATA
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Schema Table Name Columns Sensitive

Columns

Rows Sensitive Category

GGADMIN1 AQ$_OGG$Q_TAB_GGTUNEX1_

S

16 1 1 PII - ADDRESS

COUNTRIES 3 3 25 PII - ADDRESS

DEPARTMENTS 4 1 27 PII - IT DATA

EMPLOYEES 11 9 107 JOB DATA, PII

JOBS 4 3 19 JOB DATA

JOB_HISTORY 5 1 10 JOB DATA

LOCATIONS 6 6 23 PII - ADDRESS, PII - IT DATA

AQ$_ORDERS_QUEUETABLE_S 15 1 4 PII - ADDRESS

AQ$_STREAMS_QUEUE_TABLE_

S

16 1 1 PII - ADDRESS

A10 33 4 45 FINANCIAL DATA - PCI, PII

A114 4 1 870 PII - IT DATA

A12 30 1 14 PII

A127 79 7 1617 FINANCIAL DATA - PCI,

HEALTH DATA, JOB DATA, PII,

PII - IT DATA

A13 105 4 1455 FINANCIAL DATA - PCI, PII, PII

- ADDRESS, PII - IT DATA

A131 62 2 28619 PII - ADDRESS

A14 64 6 2688 FINANCIAL DATA - PCI,

HEALTH DATA, PII, PII -

ADDRESS

A140 47 4 1774 HEALTH DATA, JOB DATA, PII -

IT DATA

A15 45 6 262353 PII - ADDRESS, PII - IT DATA

A150 58 5 12564 FINANCIAL DATA - PCI,

HEALTH DATA, PII

A160 114 10 1069290 FINANCIAL DATA - PCI,

HEALTH DATA, JOB DATA, PII,

PII - ADDRESS, PII - IT DATA

A18 7 3 314407 PII - IDS, PII - IT DATA

A189 36 6 2 FINANCIAL DATA - PCI,

HEALTH DATA, PII

A191 9 1 1 HEALTH DATA

A1942 14 2 260 PII - IDS

A274 15 2 396 PII - ADDRESS, PII - IT DATA

A275 16 1 2381 PII - ADDRESS

A30 7 3 2701 PII - IDS, PII - IT DATA

A386 72 1 5 JOB DATA

A46 9 1 64 PII - IDS

A553 20 1 3561 HEALTH DATA

A58 96 6 1542 HEALTH DATA, JOB DATA, PII,

PII - IT DATA

A64 19 5 2562 PII, PII - IDS

A67 17 1 5124 PII - IDS

A69 6 1 5282 PII - IDS
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Schema Table Name Columns Sensitive

Columns

Rows Sensitive Category

A7 124 14 313459 FINANCIAL DATA - PCI,

HEALTH DATA, PII, PII -

ADDRESS, PII - IT DATA

A9 69 6 1280 FINANCIAL DATA - PCI,

HEALTH DATA, PII, PII -

ADDRESS

ACCOUNT_CODE_TYPE 3 2 70 FINANCIAL DATA - PCI

ADDRESS 49 9 11936414 PII - ADDRESS, PII - IT DATA

ATTRIBUTE_APPLICATION_CTR

L

19 1 3080 PII - IT DATA

CDT_FAST_FIND_USER_FILTERS 3 1 5 PII - IT DATA

CDT_LCP 26 1 152 PII - ADDRESS

CHASSIS_REF_ITEM 38 3 194 HEALTH DATA

CIRCUIT_TRACKING 10 2 2777 PII - ADDRESS, PII - IT DATA

CONTRACT 9 3 3 FINANCIAL DATA - PCI, PII, PII

- ADDRESS

COUNTRY 71 1 1 JOB DATA

DETAIL_SHAPE_SETTINGS 8 1 112 PII - IT DATA

DETAIL_VIEW_LABEL_DEFINITIO

N

22 2 29 JOB DATA, PII - IT DATA

DOMAINS 6 1 236 PII - IT DATA

GRAPHIC_REPOSITORY 6 1 3141 PII - IT DATA

GROUPS 7 2 16 PII - IT DATA

INSIDE_SPAN_REF_ITEM 21 1 2 HEALTH DATA

INTER_APP_EVENT_HISTORY 21 1 59 PII - IT DATA

INV_ACCOUNT_CODE_MAPPIN

G

6 1 44 FINANCIAL DATA - PCI

MANUFACTURER 7 2 38 PII, PII - ADDRESS

NEIA_AUDIT_INFO 15 1 811666 PII - IT DATA

NEIA_JOBS_DOMAIN 9 1 28 PII - IT DATA

NE_SCHEMA_OBJECTS 5 1 352 PII - IT DATA

PLUGIN_REF_ITEM 36 3 256 HEALTH DATA

PORT_REF_ITEM 25 1 74 PII - ADDRESS

SCH2D_DUCTDIAGRAM 13 1 8 PII - IDS

SCH2D_FLOWTHROUGH 15 1 8 PII - IDS

SCH2D_HIGHLEVEL 14 1 9 PII - IDS

SCH2E_DDSPAN 25 2 42 PII - IDS

SCH2E_DDSTRUCTURE 23 2 50 PII - IDS

SCH2E_FTBINDER 24 2 6 PII - IDS

SCH2E_FTBUFFER 24 2 99 PII - IDS

SCH2E_FTCONNECTION 24 2 388 PII - IDS

SCH2E_FTFIBER 25 2 1992 PII - IDS

SCH2E_FTPAIR 25 2 18 PII - IDS

SCH2E_FTRIBBON 24 2 156 PII - IDS

SCH2E_FTTRANSMEDIA 24 2 28 PII - IDS

SCH2E_FTTRANSMEDIAUNIT 25 2 105 PII - IDS

SCH2E_HLEQUIPMENT 23 2 82 PII - IDS
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Schema Table Name Columns Sensitive

Columns

Rows Sensitive Category

SCH2E_HLSTRUCTURE 26 4 67 PII - ADDRESS, PII - IDS, PII -

IT DATA

SCH2E_HLTRANSMEDIA 30 2 62 PII - IDS

SCH2_CLSENTRY 3 2 17 PII - IDS

SCH2_DIACLASS 10 1 3 PII - IDS

SCH2_ELTCLASS 11 1 34 PII - IDS

SCH641D_CONDUITCABLING 14 1 3 PII - IDS

SCH641D_LOWLEVEL 13 1 6 PII - IDS

SCH641E_CDCABLE 31 2 19 PII - IDS

SCH641E_CDDUCT 35 2 28 PII - IDS

SCH641E_CDSPAN 31 2 31 PII - IDS

SCH641E_CDSTRUCTURE 27 2 34 PII - IDS

SCH641E_CDVIEWCONTAINER 21 2 13 PII - IDS

SCH641E_LLCABLE 35 2 329 PII - IDS

SCH641E_LLCABLECONTAINER 28 2 62 PII - IDS

SCH641E_LLCHASSIS 27 2 68 PII - IDS

SCH641E_LLEQUIPMENT 27 2 68 PII - IDS

SCH641E_LLPORT 30 2 443 PII - IDS

SCH641E_LLSTRUCTURE 27 2 68 PII - IDS

SCH641E_LLSTUMPPORT 21 2 30 PII - IDS

SCH641_CLSENTRY 3 2 19 PII - IDS

SCH641_DIACLASS 10 1 3 PII - IDS

SCH641_ELTCLASS 11 1 15 PII - IDS

SECURITY_MODELS 9 2 380 PII - IT DATA

SLOT_REF_ITEM 18 2 158 HEALTH DATA

SPAN_REF_ITEM 28 4 1660 HEALTH DATA, PII - ADDRESS

SPAN_UNIT_REF_ITEM 27 3 127 HEALTH DATA

SPLICE_CLOSURE_REF_ITEM 10 1 14 PII

STRUCTURE_REF_ITEM 41 4 160 HEALTH DATA, PII - ADDRESS

STRUCTURE_UNIT_REF_ITEM 52 5 76 HEALTH DATA, PII - ADDRESS

TRANSMEDIA_REF_ITEM 26 2 251 HEALTH DATA, PII - ADDRESS

USERGROUPS 5 2 65 PII - IT DATA

USERS 13 9 22 PII, PII - IT DATA

USER_GROUP_SECURITY 5 2 2112 PII - IT DATA

VAXIO_ADDRESS 28 2 46360 PII - ADDRESS

WORK_ORDER_LOCKS 4 1 3 PII - IT DATA

CUSTOMERS 15 10 319 JOB DATA, PII, PII - ADDRESS,

PII - IT DATA, PII-LINKED,

PII-LINKED - BIRTH DETAILS

PRODUCT_INFORMATION 11 1 288 PII - IT DATA

WAREHOUSES 5 2 9 PII - IT DATA

PRINT_MEDIA 10 1 4 PII

SCOTT EMP 8 4 14 JOB DATA

SDE GEOMETRY_COLUMNS 12 1 80 PII - IT DATA

SDE SPATIAL_REFERENCES 16 2 18 PII - IT DATA
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Schema Table Name Columns Sensitive

Columns

Rows Sensitive Category

SDE ST_GEOMETRY_INDEX 26 1 104 PII - IT DATA

SDE ST_SPATIAL_REFERENCES 24 1 5419 PII - IT DATA

COUNTRIES 10 10 23 PII - ADDRESS

CUSTOMERS 23 12 55500 JOB DATA, PII, PII - ADDRESS,

Sensitive Column Details

Comment Category

APEX_030200 WWV_FLOWS LOGIN_URL -- PII - IT DATA USERID

APEX_030200 WWV_FLOW_COM

PUTATIONS

COMPUTATION_P

OINT

-- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_COU

NTRIES

COUNTRY_ID -- PII - ADDRESS COUNTRY

APEX_030200 WWV_FLOW_COU

NTRIES

COUNTRY_NAME -- PII - ADDRESS COUNTRY

APEX_030200 WWV_FLOW_CUST

OM_AUTH_SETUPS

COOKIE_DOMAIN -- PII - IT DATA COOKIE

APEX_030200 WWV_FLOW_CUST

OM_AUTH_SETUPS

COOKIE_NAME -- PII - IT DATA COOKIE

APEX_030200 WWV_FLOW_CUST

OM_AUTH_SETUPS

COOKIE_PATH -- PII - IT DATA COOKIE

APEX_030200 WWV_FLOW_CUST

OM_AUTH_SETUPS

USE_SECURE_COO

KIE_YN

-- PII - IT DATA COOKIE

APEX_030200 WWV_FLOW_FND_

USER

CHANGE_PASSWO

RD_ON_FIRST_USE

-- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

EMAIL_ADDRESS -- PII EMAIL

APEX_030200 WWV_FLOW_FND_

USER

EMPLOYEE_ID -- JOB DATA EMP_ID

APEX_030200 WWV_FLOW_FND_

USER

FIRST_NAME -- PII FIRST_NAME

APEX_030200 WWV_FLOW_FND_

USER

FIRST_PASSWORD

_USE_OCCURRED

-- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

LAST_NAME -- PII LAST_NAME

APEX_030200 WWV_FLOW_FND_

USER

PASSWORD_ACCE

SSES_LEFT

-- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

PASSWORD_DATE -- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

PASSWORD_LIFESP

AN_ACCESSES

-- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

PASSWORD_LIFESP

AN_DAYS

-- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

USER_ID -- PII - IT DATA USERID

APEX_030200 WWV_FLOW_FND_

USER

USER_NAME -- PII - IT DATA USERID
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Schema Name Table Name Column Name Column

Comment

Sensitive

Category

Sensitive Type

APEX_030200 WWV_FLOW_FND_

USER

WEB_PASSWORD -- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

WEB_PASSWORD2 -- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_FND_

USER

WEB_PASSWORD_R

AW

-- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_HNT_

COLUMN_INFO

HEIGHT -- HEALTH DATA HEIGHT

APEX_030200 WWV_FLOW_ICON

_BAR

CELL_COLSPAN -- PII PHONE

APEX_030200 WWV_FLOW_PAGE

_PLUGS

JAVA_ENTRY_POIN

T

-- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_PAGE

_PLUGS

PLUG_DISPLAY_PO

INT

-- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_PAGE

_PLUGS

PRN_HEIGHT -- HEALTH DATA HEIGHT

APEX_030200 WWV_FLOW_PASS

WORD_HISTORY

PASSWORD -- PII - IT DATA PASSWORD

APEX_030200 WWV_FLOW_PASS

WORD_HISTORY

USER_ID -- PII - IT DATA USERID

APEX_030200 WWV_FLOW_POPU

P_LOV_TEMPLATE

HEIGHT -- HEALTH DATA HEIGHT

APEX_030200 WWV_FLOW_PROC

ESSING

PROCESS_POINT -- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_REGI

ON_REPORT_COL

UMN

COLUMN_HEIGHT -- HEALTH DATA HEIGHT

APEX_030200 WWV_FLOW_REGI

ON_UPD_RPT_COL

S

COLUMN_HEIGHT -- HEALTH DATA HEIGHT

APEX_030200 WWV_FLOW_STEP_

BRANCHES

BRANCH_POINT -- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_STEP_

COMPUTATIONS

COMPUTATION_P

OINT

-- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_STEP_

ITEMS

CHEIGHT -- HEALTH DATA HEIGHT

APEX_030200 WWV_FLOW_STEP_

PROCESSING

PROCESS_POINT -- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_THEM

ES

BREADCRUMB_DIS

PLAY_POINT

-- PII - ADDRESS STREET

APEX_030200 WWV_FLOW_THEM

ES

LOGIN_TEMPLATE -- PII - IT DATA USERID

APEX_030200 WWV_FLOW_THEM

ES

SIDEBAR_DISPLAY

_POINT

-- PII - ADDRESS STREET

DIXIT DIXEMP COMM -- JOB DATA VARIABLE_INCOM

E

DIXIT DIXEMP EMPNO -- JOB DATA EMP_ID

DIXIT DIXEMP HIREDATE -- JOB DATA HIRE_DATE

DIXIT DIXEMP SAL -- JOB DATA INCOME
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Schema Name Table Name Column Name Column

Comment

Sensitive

Category

Sensitive Type

GGADMIN1 AQ$_OGG$Q_TAB

_GGTUNEX1_S

ADDRESS -- PII - ADDRESS FULL_ADDRESS

COUNTRIES COUNTRY_ID Primary key of c PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_NAME Country name PII - ADDRESS COUNTRY

COUNTRIES REGION_ID Region ID for th PII - ADDRESS COUNTRY

DEPARTMENTS LOCATION_ID Location id whe PII - IT DATA LOCATION

EMPLOYEES COMMISSION_PCT Commission per JOB DATA VARIABLE_INCOM

E

EMPLOYEES EMAIL Email id of the e PII EMAIL

EMPLOYEES EMPLOYEE_ID Primary key of e JOB DATA EMP_ID

EMPLOYEES FIRST_NAME First name of th PII FIRST_NAME

EMPLOYEES HIRE_DATE Date when the e JOB DATA HIRE_DATE

EMPLOYEES JOB_ID Current job of t JOB DATA JOB_TITLE

EMPLOYEES LAST_NAME Last name of th PII LAST_NAME

EMPLOYEES PHONE_NUMBER Phone number PII PHONE

EMPLOYEES SALARY Monthly salary JOB DATA INCOME

JOBS JOB_TITLE A not null colu JOB DATA JOB_TITLE

JOBS MAX_SALARY Maximum salar JOB DATA INCOME

JOBS MIN_SALARY Minimum salary JOB DATA INCOME

JOB_HISTORY EMPLOYEE_ID A not null colu JOB DATA EMP_ID

LOCATIONS CITY A not null colu PII - ADDRESS CITY

LOCATIONS COUNTRY_ID Country where PII - ADDRESS COUNTRY

LOCATIONS LOCATION_ID Primary key of l PII - IT DATA LOCATION

LOCATIONS POSTAL_CODE Postal code of t PII - ADDRESS POSTAL_CODE

LOCATIONS STATE_PROVINCE State or Provinc PII - ADDRESS STATE

LOCATIONS STREET_ADDRESS Street address o PII - ADDRESS STREET

AQ$_ORDERS_QU

EUETABLE_S

ADDRESS -- PII - ADDRESS FULL_ADDRESS

AQ$_STREAMS_Q

UEUE_TABLE_S

ADDRESS -- PII - ADDRESS FULL_ADDRESS

A10 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A10 SPLICE_CLOSURE_

NAME

-- PII LAST_NAME

A10 SPLICE_CLOSURE_

REF_NAME

-- PII LAST_NAME

A10 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A114 LOCATION_CODE -- PII - IT DATA LOCATION

A12 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A127 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A127 CDA_HEIGHT -- HEALTH DATA HEIGHT

A127 HEIGHT -- HEALTH DATA HEIGHT

A127 POSITION -- JOB DATA JOB_TITLE

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…

…
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Schema Name Table Name Column Name Column

Comment

Sensitive

Category

Sensitive Type

A127 USER_LABEL -- PII - IT DATA USERID

A127 WEIGHT -- HEALTH DATA WEIGHT

A127 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A13 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A13 POINT_CD -- PII - ADDRESS STREET

A13 USER_LABEL -- PII - IT DATA USERID

A13 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A131 BROADBAND -- PII - ADDRESS STREET

A131 MEET_POINT -- PII - ADDRESS STREET

A14 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A14 ATTACHMENT_HEI

GHT

-- HEALTH DATA HEIGHT

A14 HEIGHT -- HEALTH DATA HEIGHT

A14 POINT_STATUS -- PII - ADDRESS STREET

A14 WEIGHT -- HEALTH DATA WEIGHT

A14 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A140 CDA_HEIGHT -- HEALTH DATA HEIGHT

A140 HEIGHT -- HEALTH DATA HEIGHT

A140 POSITION -- JOB DATA JOB_TITLE

A140 USER_LABEL -- PII - IT DATA USERID

A15 LOCATION_CODE -- PII - IT DATA LOCATION

A15 LOCATION_STATU

S_TYPE_CODE

-- PII - IT DATA LOCATION

A15 LOCATION_TYPE -- PII - IT DATA LOCATION

A15 TEMP_COUNTRY_

CODE

-- PII - ADDRESS COUNTRY

A15 TEMP_POINT_ID -- PII - ADDRESS STREET

A15 TEMP_STREET_NA

ME

-- PII - ADDRESS STREET

A150 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A150 ATTACHMENT_HEI

GHT

-- HEALTH DATA HEIGHT

A150 HEIGHT -- HEALTH DATA HEIGHT

A150 WEIGHT -- HEALTH DATA WEIGHT

A150 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A160 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A160 CDA_HEIGHT -- HEALTH DATA HEIGHT

A160 DEDICATED_SERVI

CE_POINT

-- PII - ADDRESS STREET
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Schema Name Table Name Column Name Column

Comment

Sensitive

Category

Sensitive Type

A160 HEIGHT -- HEALTH DATA HEIGHT

A160 POINT_STATUS -- PII - ADDRESS STREET

A160 POSITION -- JOB DATA JOB_TITLE

A160 SITE_ADDRESS -- PII - ADDRESS FULL_ADDRESS

A160 USER_LABEL -- PII - IT DATA USERID

A160 WEIGHT -- HEALTH DATA WEIGHT

A160 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A18 USERCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A18 USERID -- PII - IT DATA USERID

A18 USERSUBID -- PII - IT DATA USERID

A189 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A189 ENDING_HEIGHT -- HEALTH DATA HEIGHT

A189 HEIGHT -- HEALTH DATA HEIGHT

A189 STARTING_HEIGH

T

-- HEALTH DATA HEIGHT

A189 WEIGHT -- HEALTH DATA WEIGHT

A189 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A191 HEIGHT -- HEALTH DATA HEIGHT

A1942 FROM_CLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A1942 TO_CLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A274 POINT_STATUS -- PII - ADDRESS STREET

A274 USER_LABEL -- PII - IT DATA USERID

A275 POINT_STATUS -- PII - ADDRESS STREET

A30 USERCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A30 USERID -- PII - IT DATA USERID

A30 USERSUBID -- PII - IT DATA USERID

A386 WBINCOME -- JOB DATA INCOME

A46 RELATED_CLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A553 USABLE_HEIGHT -- HEALTH DATA HEIGHT

A58 CDA_HEIGHT -- HEALTH DATA HEIGHT

A58 HEIGHT -- HEALTH DATA HEIGHT

A58 POSITION -- JOB DATA JOB_TITLE

A58 USER_LABEL -- PII - IT DATA USERID

A58 WEIGHT -- HEALTH DATA WEIGHT

A58 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A64 CONNECTOR_CLA

SSID

-- PII - IDS SOCIAL_SECURITY

_NUMBER
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Schema Name Table Name Column Name Column

Comment

Sensitive

Category

Sensitive Type

A64 FROM_CLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A64 SPLICE_CLOSURE_

NAME

-- PII LAST_NAME

A64 TO_CLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

A64 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A67 CONNECTION_CL

ASSID

-- PII - IDS SOCIAL_SECURITY

_NUMBER

A69 CONNECTED_CLA

SSID

-- PII - IDS SOCIAL_SECURITY

_NUMBER

A7 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A7 AVERAGE_FLOOR_

HEIGHT

-- HEALTH DATA HEIGHT

A7 CDA_CUSTOMER_

SITES_MOBILE

-- PII PHONE

A7 CDA_MAST_HEIGH

T

-- HEALTH DATA HEIGHT

A7 CDA_MOBILE_SITE

S

-- PII PHONE

A7 CDA_POP_MOBILE -- PII PHONE

A7 DEDICATED_SERVI

CE_POINT

-- PII - ADDRESS STREET

A7 GROUND_HEIGHT -- HEALTH DATA HEIGHT

A7 HEIGHT -- HEALTH DATA HEIGHT

A7 LOCATION_CODE -- PII - IT DATA LOCATION

A7 POINT_STATUS -- PII - ADDRESS STREET

A7 SITE_ADDRESS -- PII - ADDRESS FULL_ADDRESS

A7 WEIGHT -- HEALTH DATA WEIGHT

A7 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

A9 ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

A9 FROM_SPLICE_CL

OSURE_NAME

-- PII LAST_NAME

A9 POINT_STATUS -- PII - ADDRESS STREET

A9 TO_SPLICE_CLOSU

RE_NAME

-- PII LAST_NAME

A9 WEIGHT -- HEALTH DATA WEIGHT

A9 WORK_ORDER_ITE

M_NUMBER

-- PII PHONE

ACCOUNT_CODE_

TYPE

ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

ACCOUNT_CODE_

TYPE

ACCOUNT_CODE_

DESC

-- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

ADDRESS CDA_POINT_ID -- PII - ADDRESS STREET
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Schema Name Table Name Column Name Column

Comment

Sensitive

Category

Sensitive Type

ADDRESS CDA_SECONDARY

_POINT_ID

-- PII - ADDRESS STREET

ADDRESS CITY -- PII - ADDRESS CITY

ADDRESS COUNTRY -- PII - ADDRESS COUNTRY

ADDRESS LOCATION_CODE -- PII - IT DATA LOCATION

ADDRESS POSTAL_CODE1 -- PII - ADDRESS POSTAL_CODE

ADDRESS POSTAL_CODE2 -- PII - ADDRESS POSTAL_CODE

ADDRESS STATE -- PII - ADDRESS STATE

ADDRESS STREET_ID -- PII - ADDRESS STREET

ATTRIBUTE_APPLI

CATION_CTRL

READ_ONLY_IND User can Modify PII - IT DATA USERID

CDT_FAST_FIND_

USER_FILTERS

USERNAME -- PII - IT DATA USERID

CDT_LCP ROAD_TYPE -- PII - ADDRESS STREET

CHASSIS_REF_ITE

M

CDA_HEIGHT -- HEALTH DATA HEIGHT

CHASSIS_REF_ITE

M

HEIGHT -- HEALTH DATA HEIGHT

CHASSIS_REF_ITE

M

WEIGHT -- HEALTH DATA WEIGHT

CIRCUIT_TRACKIN

G

UPDATE_TYPE The update type PII - ADDRESS STATE

CIRCUIT_TRACKIN

G

USER_NAME The user name t PII - IT DATA USERID

CONTRACT CONTACT_ADDRE

SS

-- PII - ADDRESS FULL_ADDRESS

CONTRACT CONTACT_TELEPH

ONE_NUMBER

-- PII PHONE

CONTRACT EXPIRATION_DATE -- FINANCIAL DATA

- PCI

CARD_EXPIRATIO

N_DATE

COUNTRY WBINCOME -- JOB DATA INCOME

DETAIL_SHAPE_SE

TTINGS

GEOMETRY_PROT

ECTION

True or False. T PII - IT DATA LOCATION

DETAIL_VIEW_LAB

EL_DEFINITION

LOCATION -- PII - IT DATA LOCATION

DETAIL_VIEW_LAB

EL_DEFINITION

POSITION -- JOB DATA JOB_TITLE

DOMAINS DOMAIN_TYPE Four possible va PII - IT DATA USERID

GRAPHIC_REPOSIT

ORY

GEOMETRY Stores geometry PII - IT DATA LOCATION

GROUPS CREATED_USERID User id who cre PII - IT DATA USERID

GROUPS LAST_MOD_USERI

D

User id who last PII - IT DATA USERID

INSIDE_SPAN_REF_

ITEM

HEIGHT -- HEALTH DATA HEIGHT

INTER_APP_EVENT

_HISTORY

USERID -- PII - IT DATA USERID

…

…

…

…

…

…

…

…
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Comment

Sensitive
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INV_ACCOUNT_C

ODE_MAPPING

ACCOUNT_CODE -- FINANCIAL DATA

- PCI

CARD_SECURITY_

CODE

MANUFACTURER ADDRESS -- PII - ADDRESS FULL_ADDRESS

MANUFACTURER TELEPHONE_NUM

BER

-- PII PHONE

NEIA_AUDIT_INFO DB_USER_NAME -- PII - IT DATA USERID

NEIA_JOBS_DOMAI

N

USER_NAME For Event, the R PII - IT DATA USERID

NE_SCHEMA_OBJE

CTS

LOCATION -- PII - IT DATA LOCATION

PLUGIN_REF_ITEM CDA_HEIGHT -- HEALTH DATA HEIGHT

PLUGIN_REF_ITEM HEIGHT -- HEALTH DATA HEIGHT

PLUGIN_REF_ITEM WEIGHT -- HEALTH DATA WEIGHT

PORT_REF_ITEM BROADBAND -- PII - ADDRESS STREET

SCH2D_DUCTDIA

GRAM

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2D_FLOWTHR

OUGH

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2D_HIGHLEVE

L

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_DDSPAN DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_DDSPAN RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_DDSTRUC

TURE

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_DDSTRUC

TURE

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTBINDER DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTBINDER RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTBUFFER DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTBUFFER RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTCONNE

CTION

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTCONNE

CTION

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTFIBER DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTFIBER RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTPAIR DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTPAIR RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

…
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Comment

Sensitive
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Sensitive Type

SCH2E_FTRIBBON DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTRIBBON RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTTRANSM

EDIA

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTTRANSM

EDIA

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTTRANSM

EDIAUNIT

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_FTTRANSM

EDIAUNIT

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_HLEQUIPM

ENT

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_HLEQUIPM

ENT

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_HLSTRUCT

URE

ADDRESS -- PII - ADDRESS FULL_ADDRESS

SCH2E_HLSTRUCT

URE

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_HLSTRUCT

URE

LOCATION_CODE -- PII - IT DATA LOCATION

SCH2E_HLSTRUCT

URE

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_HLTRANS

MEDIA

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2E_HLTRANS

MEDIA

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2_CLSENTRY DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2_CLSENTRY ELEMENTCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2_DIACLASS OBJECTCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH2_ELTCLASS OBJECTCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641D_CONDU

ITCABLING

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641D_LOWLE

VEL

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDCABL

E

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDCABL

E

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDDUC

T

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDDUC

T

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDSPAN DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER
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SCH641E_CDSPAN RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDSTRU

CTURE

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDSTRU

CTURE

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDVIEW

CONTAINER

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_CDVIEW

CONTAINER

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLCABL

E

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLCABL

E

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLCABL

ECONTAINER

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLCABL

ECONTAINER

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLCHAS

SIS

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLCHAS

SIS

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLEQUIP

MENT

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLEQUIP

MENT

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLPORT DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLPORT RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLSTRU

CTURE

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLSTRU

CTURE

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLSTUM

PPORT

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641E_LLSTUM

PPORT

RELATIONCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641_CLSENTR

Y

DIAGRAMCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641_CLSENTR

Y

ELEMENTCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641_DIACLAS

S

OBJECTCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SCH641_ELTCLAS

S

OBJECTCLASSID -- PII - IDS SOCIAL_SECURITY

_NUMBER

SECURITY_MODEL

S

CREATED_USERID Model Created PII - IT DATA USERID

SECURITY_MODEL

S

LAST_MOD_USERI

D

Model modified PII - IT DATA USERID

…

…
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SLOT_REF_ITEM CDA_HEIGHT -- HEALTH DATA HEIGHT

SLOT_REF_ITEM HEIGHT -- HEALTH DATA HEIGHT

SPAN_REF_ITEM ATTACHMENT_HEI

GHT

-- HEALTH DATA HEIGHT

SPAN_REF_ITEM HEIGHT -- HEALTH DATA HEIGHT

SPAN_REF_ITEM POINT_STATUS -- PII - ADDRESS STREET

SPAN_REF_ITEM WEIGHT -- HEALTH DATA WEIGHT

SPAN_UNIT_REF_I

TEM

ATTACHMENT_HEI

GHT

-- HEALTH DATA HEIGHT

SPAN_UNIT_REF_I

TEM

HEIGHT -- HEALTH DATA HEIGHT

SPAN_UNIT_REF_I

TEM

WEIGHT -- HEALTH DATA WEIGHT

SPLICE_CLOSURE_

REF_ITEM

SPLICE_CLOSURE_

REF_NAME

-- PII LAST_NAME

STRUCTURE_REF_I

TEM

DEDICATED_SERVI

CE_POINT

-- PII - ADDRESS STREET

STRUCTURE_REF_I

TEM

HEIGHT -- HEALTH DATA HEIGHT

STRUCTURE_REF_I

TEM

POINT_STATUS -- PII - ADDRESS STREET

STRUCTURE_REF_I

TEM

WEIGHT -- HEALTH DATA WEIGHT

STRUCTURE_UNIT

_REF_ITEM

CDA_HEIGHT -- HEALTH DATA HEIGHT

STRUCTURE_UNIT

_REF_ITEM

DEDICATED_SERVI

CE_POINT

-- PII - ADDRESS STREET

STRUCTURE_UNIT

_REF_ITEM

HEIGHT -- HEALTH DATA HEIGHT

STRUCTURE_UNIT

_REF_ITEM

POINT_STATUS -- PII - ADDRESS STREET

STRUCTURE_UNIT

_REF_ITEM

WEIGHT -- HEALTH DATA WEIGHT

TRANSMEDIA_REF

_ITEM

POINT_STATUS -- PII - ADDRESS STREET

TRANSMEDIA_REF

_ITEM

WEIGHT -- HEALTH DATA WEIGHT

USERGROUPS LAST_MOD_USERI

D

Last modified b PII - IT DATA USERID

USERGROUPS USERID User id PII - IT DATA USERID

USERS CREATED_USERID User id created PII - IT DATA USERID

USERS DESCRIPTION User description PII - IT DATA USERID

USERS EMAIL -- PII EMAIL

USERS FIRST_NAME User first name PII FIRST_NAME

USERS LAST_MOD_USERI

D

User id modifie PII - IT DATA USERID

USERS LAST_NAME User last name PII LAST_NAME

USERS MIDDLE_INIT User middle initial PII - IT DATA USERID

…

…

…

…
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USERS PASSWORD Password (encry PII - IT DATA PASSWORD

USERS USERID User id PII - IT DATA USERID

USER_GROUP_SEC

URITY

LAST_MOD_USERI

D

User id last mod PII - IT DATA USERID

USER_GROUP_SEC

URITY

USER_OR_GROUP_

ID

User or Group id PII - IT DATA USERID

VAXIO_ADDRESS CITY -- PII - ADDRESS CITY

VAXIO_ADDRESS STREET -- PII - ADDRESS STREET

WORK_ORDER_LO

CKS

USER_ID A unique name PII - IT DATA USERID

CUSTOMERS CUST_ADDRESS Object column PII - ADDRESS FULL_ADDRESS

CUSTOMERS CUST_EMAIL -- PII EMAIL

CUSTOMERS CUST_FIRST_NAM

E

NOT NULL const PII FIRST_NAME

CUSTOMERS CUST_GEO_LOCAT

ION

SDO (spatial) co PII - IT DATA LOCATION

CUSTOMERS CUST_LAST_NAME NOT NULL const PII LAST_NAME

CUSTOMERS DATE_OF_BIRTH -- PII-LINKED -

BIRTH DETAILS

BIRTHDATE

CUSTOMERS GENDER -- PII-LINKED GENDER

CUSTOMERS INCOME_LEVEL -- JOB DATA INCOME

CUSTOMERS MARITAL_STATUS -- PII-LINKED MARITAL_STATUS

CUSTOMERS PHONE_NUMBERS Varray column o PII PHONE

PRODUCT_INFOR

MATION

PRODUCT_DESCRI

PTION

Primary languag PII - IT DATA IP_ADDRESS

WAREHOUSES LOCATION_ID Primary key col PII - IT DATA LOCATION

WAREHOUSES WH_GEO_LOCATI

ON

SDO (spatial) co PII - IT DATA LOCATION

PRINT_MEDIA AD_PHOTO -- PII PHOTO

SCOTT EMP COMM -- JOB DATA VARIABLE_INCOM

E

SCOTT EMP EMPNO -- JOB DATA EMP_ID

SCOTT EMP HIREDATE -- JOB DATA HIRE_DATE

SCOTT EMP SAL -- JOB DATA INCOME

SDE GEOMETRY_COLU

MNS

COORD_DIMENSIO

N

-- PII - IT DATA LOCATION

SDE SPATIAL_REFEREN

CES

XYCLUSTER_TOL -- PII - IT DATA LOCATION

SDE SPATIAL_REFEREN

CES

XYUNITS -- PII - IT DATA LOCATION

SDE ST_GEOMETRY_IN

DEX

USER_STATS -- PII - IT DATA USERID

SDE ST_SPATIAL_REFE

RENCES

XYUNITS -- PII - IT DATA LOCATION

COUNTRIES COUNTRY_ID primary key PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_ISO_CO

DE

-- PII - ADDRESS COUNTRY

…

…

…

…

…

…

…

…

…

…
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Comment

Sensitive

Category

Sensitive Type

COUNTRIES COUNTRY_NAME country name PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_NAME_

HIST

-- PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_REGIO

N

e.g. Europe, Asia PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_REGIO

N_ID

-- PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_SUBRE

GION

e.g. Western Eur PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_SUBRE

GION_ID

-- PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_TOTAL -- PII - ADDRESS COUNTRY

COUNTRIES COUNTRY_TOTAL

_ID

-- PII - ADDRESS COUNTRY

CUSTOMERS COUNTRY_ID foreign key to t PII - ADDRESS COUNTRY

CUSTOMERS CUST_CITY city where the c PII - ADDRESS CITY

CUSTOMERS CUST_EMAIL customer email id PII EMAIL

CUSTOMERS CUST_FIRST_NAM

E

first name of th PII FIRST_NAME

CUSTOMERS CUST_GENDER gender; low car PII-LINKED GENDER

CUSTOMERS CUST_INCOME_LE

VEL

customer incom JOB DATA INCOME

CUSTOMERS CUST_LAST_NAME last name of the PII LAST_NAME

CUSTOMERS CUST_MAIN_PHON

E_NUMBER

customer main PII PHONE

CUSTOMERS CUST_MARITAL_S

TATUS

customer marit PII-LINKED MARITAL_STATUS

CUSTOMERS CUST_POSTAL_CO

DE

postal code of t PII - ADDRESS POSTAL_CODE

CUSTOMERS CUST_STATE_PRO

VINCE

customer geogr PII - ADDRESS STATE

CUSTOMERS CUST_STREET_AD customer street PII - ADDRESS STREET

Using Database statistics for rowcounts. Last statistical data collection on: 2015-08-14T18:35:14Z

This report provides information and recommendations that may be helpful in securing your Oracle database system. The report provides a view on the current

status. This report may not be accurate and may contain both false positives and false negatives. The results shown are provided for informational purposes only

and should not be used as a substitute for a thorough analysis or interpreted to contain any legal or regulatory advice or guidance.

You are solely responsible for your system, and the data and information gathered during the production of this report. You are also solely responsible for the

execution of software to produce this report, and for the effect and results of the execution of any mitigating actions identified herein.

Oracle provides this analysis on an "as is" basis without warranty of any kind and Oracle hereby disclaims all warranties and conditions whether express, implied or

statutory.
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